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How loT Systems Work (End-to-End)

A practical mental model: device - network - edge/gateway = cloud - dashboard = actions
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Edge—Fog—Cloud reference diagram Example: AWS loT “how it works” overview
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

* A low-power, single-chip processor optimized for
real-time control.

e Typically includes built-in RAM and Flash memory,
no external storage required.

* Handles simple tasks, does not perform complex
computations.

* Average Frequency: 1 MHz - 500 MHz
* Average FLOPS: 10 MFLOPS - 100 MFLOPS
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

MCU (Microcontroller Unit)

Vendors

Microchip Technology (PIC, AVR)
ST Microelectronic (STM8)
Texas Instruments (MSP430)
Renesas Electronics (RL78)
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

* CPU Core

Address bus
Data bus

Memory Address

Register
T Memory Data

Register

Program Counter
System

I:Tk I

Control Unit «—— Instruction
Register

Current

«——>  Accumulator

Status Register
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

* Memories (EEPROMSs)
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

* RAMs

Memory

m Y
el
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MCU & MPU Architectures, Interfaces

* Microcontroller Unit
* Interrupt Controllers (INTC)

ADC Channel 0 sty

_—

| Priority
12C0 TX/RX —. o

—_— e

TIMER CAP CHO '
x

SPIT TX/RX _.
=3

SPIO TX/RX
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

* Interrupt Controllers (INTC)

Memory
address

Program Memory
(16 bits at each address)

0x0000
== Interrupt Vector (INTO) ---

Interrupt Vector Table

0x0032

Your program 0x0034

Normal program execution

Interrupt Service Routine

Ox3FFF

Total: 32 KB
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

IRQN

* Interrupt Controllers (INTC)

 Interrput Vector

Reserved for Debug

SVCall

Reserved

Usage fault

Bus fault

Memory management fault
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

* General Purpose Input/Output

Enable Line

@ Inverter
Output Buffer

Input Buffer

Microcontroller
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

* Analog Digital Converter or Digital Analog Conveter

(MSB)
J-bit H

Priority Q- 3-bit
Encoder Output
Qo
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

 Timer/Counter

Clock Input

Mo

Divided clock

LUy

Counter

Pre-scalar or
clock divider

Interupts Input signals

/O
control Output signals

Eeneric timer/counter
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

e Direct Memory Access (DMA)

Peripheral Unit

Handshake

Controller

|:| Master Interface
1 slave Interface
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

* Watchdog Timer (WDT)

e.g. Circuits peripheral to the MCU and WDT The WDT takes the role of
(in an automotive environment) “watchdog” and watches over
MCU operation at all times.

watches
e

Watchdog Timer
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

* Watchdog Timer (WDT)

- 5 1
‘ > Reset Restart Timeout }

Watchdog
Timer

Controller

4@
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

* |nterfaces

e Communication Standards
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

* |nterfaces

e Communication Standards
e Commonly Using

* UART

« CAN

 12C

* SPI

e Ethernet

* PCl Express
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

e UART Interface

* Communcates over two wires (RX and TX)
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

UART Interface

Packet Structure

* St Start bit, always low.

* (n) Data bits (0 to 8).

* P Parity bit. Can be odd or even.
* Sp Stop bit, always high.

* |DLE No transfers on the communication line (RxDn or TxDn). An
IDLE line must be high.

(IDLE) g 2 3 4 5 B 7 8 Spl [Sp2 {5'[ / IDLE]
VoS ﬂ A AP A AP A AT AT et e '
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

e UART Interface

*  Parity Bit Calculation

* The parity bit is calculated by doing an exclusive-or of all the data
bits. If odd parity is used, the result of the exclusive or is inverted.
The parity bit is located between the last data bit and first stop
bit of a serial frame.

* The relation between the parity bit and data bits is as follows:

1 IE:I P 'E;' ﬂra 'E;' i:fz 'E;' i:f1 I';_:_:I i:fﬂ I';_:_:I U

even ~

P, = 19..0d;®@d, ®d, ©dy; @1

Parity bit using even parity.
Parity bit using odd parity.

Data bit n of the character.
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

e UART Interface

* Example

Data Bus Data Bus
Bit0 Bit0

Bit1 Bit 1
Bit 2 Bit 2
Bit 3 Bit 3

Bit 4 Bit 4

BitS Bit5
Bit6 Bit 6

Bit7 Bit 7
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

e UART Interface

Example
Transmit

OxAE
10101110
MSB LSB
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

e UART Interface

Transmitting

* Example
*  Transmit

OxAE
10101110
MSB LSB

0
I
I
I
I
I
I
I
T

Time
Newest

----=----0
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

e UART Interface

Example
*  Transmit

OxAE
10101110
MSB LSB

:illl"
L
-l
"-'-'
-
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

e UART Interface

* Baud Rates (Speeds)

baudrate=9600bps

*  Commonly Using

4800

9600

19200
38400
57600
115200
921600

1 bit duration = 1/9600 =104ps

* Effective data rate 8/10 (Due to Start & Stop Bits)
* Exfor 9600 Baud Rate, Effectively 7680 (9600 * 0,8) Bits/S can be transmitted!
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

e UART Interface

CURSOR
* Baud Rates (Speeds) i

ype

e Commonly Using Soutce

800 = 26008

9600 ] 24 38.46kH:

1 =y sy

19200 1 Cursor

1 a2

38400 : i e

57600 g ] .
115200 E _

921600 o T CHY 72y

25-May—03 0555 Z10Hz

* Diagram of 4800 Baud rate of UART Transmission
*  Pulse time 208 micro seconds.
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

Baud Rate

e UART Interface

3333us(3.3ms) 300

833us 1200
* Baud Rates (Speeds) 416us 2400
208us 4800
*  Commonly Using 104ps 9600
4800 69s 14400
9600 524 19200
19200
38400 34ys 28800
57600 26ps 38400
115200 57600
921600

115200

230400

Table. Pulse Times
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

* CAN (Control Area Network) Interface
* Invented by Bosh, 1986
e Last update on 2012
* Differential Signalling
* Mostly using in

* Automotive

*  Medical
* Robotics

receive transmit

CAN transceiver
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

* CAN (Control Area Network) Interface
Differential Signalling

noise

difference
_amplifier
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

* CAN (Control Area Network) Interface
*  Multiple Nodes

CAN Low
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

* CAN (Control Area Network) Interface

High-speed CAN signaling per 1SO 11898-2

Dominant voltage

Recessive
voltage

| ’ | | ‘ | | | ‘ | Driver logic
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

* CAN (Control Area Network) Interface
* Speed up to 1Mbit/s

. Bit time

1000 kbat/'s
200 kbit/s
500 kbit/s
250 kbit/s
125 kbit/s
50 kbit/s
20 kbit/s
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

* CAN (Control Area Network) Interface
* CAN Messages

* Broadcast to All Nodes!

* (Can listed all nodes

*  Maximum Payload 94 Bits
*  Packet Types

Data Frame

Remote Frame (0 Byte Data Frame)
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

* CAN (Control Area Network) Interface
*  Packet Structure

Data Frame

Remote Frame (With no data)

Start of Frame

5| Message |® | Control
&l Identifier gl Field

EQF IFS| Bus Idle
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

* CAN (Control Area Network) Interface

e Arbitration

*  When two nodes attempt to transmit at the same time an arbitration
process determines which one takes preference. While transmitting,
each node reads the bus state as well. If a node detects that one of its
recessive bits has been driven dominant by another node, then it stops
transmitting.

Arbitration lost
Stop transmission.
Release bus to recessive state

Not transmitted
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

* CAN (Control Area Network) Interface
* Control Bits

Control Field

Data Field (Data Frame)

bitratio e EERpay ¥ :
el or CRC Field (Remote Frame)

&
>

>
Data Length
Code

Reserved

IDE = Identifier Extension Bit

DLC (Data Length Code) usually using for indicating data length
Greater then 8 using for application specific purposes
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

* CAN (Control Area Network) Interface
* CRC Calculation

* Algorithm:
uintl6_t crc16(char* pData, int length)
Name: CRC-16-CCITT-FALSE {
Initial value: OXFFFF uint8_t i
Poly: 0x1021
Reverse: no uintl6_t wCrc = Oxffff;

Output XOR: O while (length--) {

for (i=0; i < 8; i++)

wCrc = wCrc & 0x8000 ? (wCrc << 1) A 0x1021 : wCrc << 1;

}
return wCrc & Oxffff;

|
|
|
|
|
|
|
|
|
|
: wCrc A= *(unsigned char *)pData++ << 8;
|
|
|
|
|
|
|
|
|

Sample C Code
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

* CAN (Control Area Network) Interface
* Acknowledge

Acknowledgement
Field
>

End of Frame Field

ACK Delimiter Bit (recessive)

Acknowledgement Slot

*  Succesfully received and verified CRC from receiving nodes in the
network
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

* CAN (Control Area Network) Interface
* Acknowledge

Acknowledgement Slot
Transmitting Node in
Listening Mode

ACK Delimiter

(recessive)
ransmitting \j
Rode CRC Segment

Receiving Receiving Mode %RLFEMF“T
Node Successfu

CRC Check

Receivin ivi
eceiving Receiving Mode - Failed

Node

*  Succesfully received and verified CRC from receiving nodes in the
network
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

* CAN (Control Area Network) Interface

* Acknowledge

* Ifall nodes in the network determine a checksum error, meaning the
sending node monitors a recessive level in the ACK slot, it is clear that
the sending node calculated a wrong checksum. The error is therefore
local at the sending node.

* The CAN standard allows the so-called “self-retirement” (or self-
removal) of nodes from the network due to an excessive number of
transmit or receive errors
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

* CAN (Control Area Network) Interface

* Example

Complete CAN Frame

Arbitration Field Control Data
4 8

CRC Field - *End of Frame

£
('R
ko]
3|,
N
Y
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

* [2C—-Two Wire

* Defined by Philips, 1982
* Last Update 2007

* Usual Speeds:

100KHz
400KHz
* SCK: Clock
* SDA: Data
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

e |2C—-Two Wire

MASTER

SLAVE (0x76) SLAVE (0x27) SLAVE (0x68)
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

* 12C—Two Wire
* Read1, WriteO

* ACKO,NACK1

e StartO

Message

Read/ CK/ ACK/
Start 7 or 10 Bits Write CK i CK i NACK
Bit i i Bit

Address Frame Data Frame 1 Data Frame 2

Start Condition Stop Condition
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

e |2C—-Two Wire

Simple Write Example

ACK/MNACK Bit ) ~
Data Stays Stable During HIGH SCL Pulse

ACK/NACK Bit

55 READWRITE
Start Condition 7-Git Address Bit DATA BYTE Stop Condition

sbA | [1 10 of1 l 0o o o A [p7\pe\Ds\D4)/D3\D2)D1DO} A

Data > > > > >
ansmitter MASTER SLAVE MASTER SLAVEMASTER

Dr. V. E. Levent Internet of Things



MCU & MPU Architectures, Interfaces

 Microcontroller Unit

e |2C—-Two Wire

* Simple Read Example

ACKINACK Bit

READMWRITE
Start Condition 7-Bit Address Bit DATABYTE

SDA i 1/0 0|10 0|1 A/

< | ULV U U U UU U U UL

> - bt
SLAV MASTER S
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

* 12C—Two Wire
* Repeated Start

* Sometimes the master needs to perform multiple message
exchanges in one communication such as transferring
messages with different slaves, or switching read and write
operations, and does not want to be interfered with by other
master during this period, then you can use the ‘repeat start
condition’

Start Address Write

=1
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

e |2C—-Two Wire

* Clock Streching

* In the master-Slave communication process of 12C, the SCL
clock on the bus is always generated and controlled by the
master, but if the slave cannot keep up with the speed of the
master, the 12C protocol stipulates that the slave can pull down
the SCL clock line.

Mastar waits for SCL ne 1o

J become high

SCL from
Master

SCL from
Save

SCL Line

Clock line 15
streched

* Defined device specific
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

e SPI (Serial Peripheral Interface)
* Inveted by Motorola, 1980

* Last update on 2000

* Generally Max Freq 25 MHz

SCK
MOS!
MISO

551

SPI Slave
SPI Master

v
S

SPI Slave

SPI Slave
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

e SPI (Serial Peripheral Interface)

*  Transmission
Slave Select
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

e SPI (Serial Peripheral Interface)
*  Modes
* Simple Write

E S Rl 35

a 1 2 3 4 § 4 T & B 1 M 97 13 W 15 W 1M W0 9% ¥ N 23 D

|~ Instruction (01h) —sje- Data Byte 2 |- Data Byta 1

High Impedanco
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

e SPI (Serial Peripheral Interface)

*  Modes
* Simple Read

SS# |\ /

a 1 2 3 4 5 & T & 9% 0 ¥ 17 11 14 8 % 17T H UM A2 M 2N

SCK
fa—  Instriction (05h) —=

Data Byte 2 |- Data Byte 1

MISO — 00900600@0@0@000
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

e SPI (Serial Peripheral Interface)

*  Modes
* CPOL (Clock Polarity), CPHA (Clock Phase)

S5#
SCK (CPOL=0, CPHA=D)

SCH (CPOL=0, CPHA=1)

SCK (CPOL=1, CPHA=0) i / E f E / ! / '! [\ [/ / N
SCK (CPOL=1, CPHA=1) | i' \ i' \ i' i !' A Il' \ i'

2 CREREREDEFTLEIET LD
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

SPI (Serial Peripheral Interface)
Transmission
pico |——|pico

poc! b—elPoci
cs cs

Controller to Peripheral Peripheral to Controller

S5CK
Clock frem
Controller

PICO il
Peripheral-in @ | L___J: -
Controller-Out4 4 0 01010

0x53 = ASCII 'S’
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

Use Cases

Datasheet:

Atmega2560, Microchip Technology
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Atmel

Atmel ATmega640/V-1280/V-1281/V-2560/V-2561/V

B-bit Atmel Microcontroller with 16/32/64KB In-System Programmable Flash

DATASHEET
Features
ligh Perfoemance, Power Atmel® AYR™ 6-Bit Microcoerolker
Advanced RISC Aschitesture.

- 135 Powertal Inatrosd

- 32x8

= Fuily Statie Opei

= Upie 16 MIPS

- OwChip 2

s - Mt Ginghs Cisek Cyela Esscition
isters

- Programeming o Flash, EEPROM, Fusss, snd Lock Bits Srcugh the JTAG brisriscs
* Periphessl Festures

- ST

-
PW Chanrals we Pro;
A

grasmemhia Rmokation freen 1 82 16 Bita
=y

' Tiser wifh Separsis On-chip Gacilaior

Intuerupt and Wake-ug oo Pin Chasge
* Special Micracontrolier Features

Atmega 2560 Datasheet, 465 Pages!

Internet of Things


https://ww1.microchip.com/downloads/en/devicedoc/atmel-2549-8-bit-avr-microcontroller-atmega640-1280-1281-2560-2561_datasheet.pdf
https://ww1.microchip.com/downloads/en/devicedoc/atmel-2549-8-bit-avr-microcontroller-atmega640-1280-1281-2560-2561_datasheet.pdf
https://ww1.microchip.com/downloads/en/devicedoc/atmel-2549-8-bit-avr-microcontroller-atmega640-1280-1281-2560-2561_datasheet.pdf
https://ww1.microchip.com/downloads/en/devicedoc/atmel-2549-8-bit-avr-microcontroller-atmega640-1280-1281-2560-2561_datasheet.pdf
https://ww1.microchip.com/downloads/en/devicedoc/atmel-2549-8-bit-avr-microcontroller-atmega640-1280-1281-2560-2561_datasheet.pdf
https://ww1.microchip.com/downloads/en/devicedoc/atmel-2549-8-bit-avr-microcontroller-atmega640-1280-1281-2560-2561_datasheet.pdf
https://ww1.microchip.com/downloads/en/devicedoc/atmel-2549-8-bit-avr-microcontroller-atmega640-1280-1281-2560-2561_datasheet.pdf
https://ww1.microchip.com/downloads/en/devicedoc/atmel-2549-8-bit-avr-microcontroller-atmega640-1280-1281-2560-2561_datasheet.pdf
https://ww1.microchip.com/downloads/en/devicedoc/atmel-2549-8-bit-avr-microcontroller-atmega640-1280-1281-2560-2561_datasheet.pdf
https://ww1.microchip.com/downloads/en/devicedoc/atmel-2549-8-bit-avr-microcontroller-atmega640-1280-1281-2560-2561_datasheet.pdf
https://ww1.microchip.com/downloads/en/devicedoc/atmel-2549-8-bit-avr-microcontroller-atmega640-1280-1281-2560-2561_datasheet.pdf
https://ww1.microchip.com/downloads/en/devicedoc/atmel-2549-8-bit-avr-microcontroller-atmega640-1280-1281-2560-2561_datasheet.pdf
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

* Atmega2560 Architecture

* Top Level View
e 8 Bit Microcontroller
e Single Cycle Instructions
e 32x32bit General
Purpose Registers
* Memories

Table. Configuration Summary

General 16 bits resolution Serial ADC
Purpose /O pms PWM channels UsnFlTs Channels
g0 | oaw | o | wa |

—-nl-
imegezseo | moe | wa | s | |
e e T 4o e T T+ T+

[owom | [romsw
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

* Atmega2560 Architecture

* Top Level View
* CBGA Package Chip

Dr. V. E. Levent

Bottom view
10 9 8 7 6 5 4 3

Top view
3 4 56 7 8 9 10

OO
OO
OO
OO
OO
OO
OO
OO
OO
OO

OO00000OO0O0O
0100010101010 010;
0100010101010 0)0);

A e IT o m m o O @ PE

Table 1-1. CBGA-pinout ATmega640/1280/2560

]
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2
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MCU & MPU Architectures, Interfaces

 Microcontroller Unit

* Atmega2560 Architecture

* Top Level View
* TQFP Package Chip

GND

PHO
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MCU & MPU Architectures, Interfaces

Program Satus
F' ‘-1 - ;
Program Counter and Control

Memory

 Microcontroller Unit

* Atmega2560 Architecture, MPU Core ore Interrupt
Instruction General
Register Purpose

Fegisters ' Unit

Unit

e Harvard Architecture — Separate program

and data memory, single-level pipelining nstruction Watchdog
* Register File — 32 x 8-bit registers, single- % % —
cycle ALU operations Control Lines g 5 Comparator
e ALU Operations — Arithmetic, logic, single- g g
(w = : /O Module
register ops, Status Register updates Vo Modulet
* Program Memory — Flash, Boot/Application | oMo
sections
e Stack & Interrupts — Stack in SRAM, Interrupt »  VOModulen
Vector priority-based handling
* |/O Memory — Direct & extended addressing, -
/OLlines

control registers in 1/O space
* 135 Instructions
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 Microcontroller Unit

* Atmega2560 Architecture, MPU Core

ONS

b=
3
5
I
:
z]
B
=
=]
o
3]
Z
=1
I
N
=
=
I

(ho0  [men [ padwenmmes  Teecmew |3
T
[on  Thum [ togeolonmegses mscher  [znv |
 Arithmetic Instructions

coMm
NEG
SBR
CER
INC
DEC
TST
CLR
El
MUL
MULS
MULSU
FMUL
FMULS
FMULSU

Rd « 0x00 - Rd ZC.N.V.H

)

Rd « OXFF — Rd Z.C.N.V

Clear Bit(s) in Register
Increment
Rd  Rd - 1

Subtract with Carry two Registers Rd« Rd-Rr-C Z C,NVH
Test for Zero or Minus Rd « Rd » Rd Z NV

w
i)

Rd « Rd@ Rd ZNV
Rd « OXFF
Multiply Unsigned R1:R0 « Rd x Rr

e

Multiply Signed

Multiply Signed with Unsigned
Z

-

Fractional Multiply Unsigned R1:R0 « (Rd x Rr) << 1
Fractional Multiply Signed R1:R0 « (Rdx Rr) << 1

Rd, Rr Fractional Multiply Signed with Unsigned R1:R0« (Rdx R) << 1 -

)

Dip|@lz|(z|z|lz|2|2|2|m )
slalalala|lg|lg g ez |z |2]|E|a |2 |
T|D |z |2 A=

C
Cc
Cc
C
Cc
C
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 Microcontroller Unit

Atmega2560 Architecture, MPU Core

Branch Instructions

Dr. V. E. Levent

RIMP on
"

EuMP

JMP

RCALL

ICALL

EICALL e )

A

zlz|z
g5
ERENE

z |z
98
CIES

Relative Subroutine Call PC+PC+k+1

Z|Z
]
@

( Z
k
k

o
o

=z

@
3 ala|= S A N SRS
G| [

(]
=

e

m

RETI
CPSE

+ 3
.
None
ompare

o]
o

C

Extended Indirect Call to (Z) PC «(EIND:Z)
C
C

Ci ]

Z NV, H

ZNV.OH
ZNV,CH
Mone
Mone

)

None

None
one
None
None
None
i(C =0) then PC « PC + k + 1 one
None

)

Mone

Mone

=4 =4 =z z
]
D o )

on
i (N = 0) then PG « PC + k+ 1 Non
i ( ) then PG « PG + k + 1 None
Branch if Less Than Zero, Signed if(NEV=1)thenPC « PC +k+ 1 Mone

None 1

il (H=0)then PC « PC+ic+ 1 12
Branch if Overflow Flagis Set

e

@

E N P
(e [
EN D
D P
ETT P
[car [ 000000
EET
TR P
[per [ ]
EST B
EE T
E T
N
[cp [Rak ]
E-E T
EXNE CT
[sec  [Ppe ]
[sss  [po |
[eres ok ]

BREC (o |
EE I P
[erve [«
[Bres [« |
EXT PR
[ersn [«
[ero [«
ECV I PR
ET PR
T P
EEI PR
D P
E P
[ers [« ]
[erre [ ]
[ervs [ |
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 Microcontroller Unit

Atmega2560 Architecture, MPU Core

BIT Instructions

BIT AND BIT-TEST INSTRUCTIONS

[ s |eo | setsitntORegser 0000 Jwesetr 00 [Nee ] 2 |
cel Clear Bitin O Register
Rd(n+1) « Rd(n), Rd(0) « 0 ZCoNV
Rd(n) « Rd(n+1), RA(7) < 0
ROL Rd(0)« C.Rd(n+1)« Rd(n).C< Rd(7)

Rd(7)« C,Rd(njc Rd(n+1) C< Rd(0) .C.N,

R
( [None | 1 |
fBser |s 0 |Fegse 0000000000000 |sReG®et 00 [sAeGe | 1 |
jscR |s 000 |FagCear 0000000000000 |sREG®eo 00000 [shEGe | 1 |
Bit Store from Register to T
[ B0 JRib | GitladiomTwoRegster 000000000000 Jmimer 0000000 f[Nene | 1 |
jsec | 0000 secay 0009@Jeer 00O09le 0| 1 @
joc ] 00 Joewcay 00909@Jeeo 00O09le 00| 1 @
[sen [ [ SetNegative Flag
[on 0] 0 | ClearNegaveFlag 0000000000000 [N«o
[sez | 00 setzeoPag 000000 |zt
joz ] 00 CeszeoFag 000009oJzeo 009z 00| 1 @
fse 0] 00| GovalintewuptEnabe 000000000 Jeer 000000000fv 000} 1]
jou 0] 00 |GovalimemuptDsabe 00000000000 Jweo 00Oofv 000} 1 0
[ses [ [ cetSgnedTestFag 0000000000 [ser 0000Is 000 1 ]
fos 0] 0 | ClerSgnedTestFag 0000000000000 Jseo 0000090fs 00| 1 @]
fsev. 0] 000 | cetTwosComplementOverow. 0000000 Jver 0000000000fv 000 1 @
fov ] 000 ] ClkarTwosComplementOveiow 0 [veo
(ser 0] 00 |semiseee 0000000000000 Tt
[or [ oewTimsiee 000000000 [Teco
[sei 0] 000 | setdaiCamyFaginsmec 0000000000000 JwWer 0000000000000 W 000 ] 10|
fo | [ CeerHaiCamyFlaginsfea _________________Jn.o [+ | 1 |
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 Microcontroller Unit

MOV R, Rr [ MoveBetweenRegistes | RdeR | No
MovW R, Rr None
Rd, K n

[l [
[=) =]

Rd, X Load Indirect e
Rd, X+ Load Indirect and Post-Inc. (%), X « MNone

* Atmega2560 Architecture, MPU Core e T

=
o

R, Load Indirect None

Rd, Y+ Load Indirect and Post-Inc. Rd « (Y), Y« ¥ +1 MNone

Load Indirect and P Y« Y -1, Rd « (Y) MNone
]

=
oo
=<

=
[w]

Rd,Y+q Load Indi Rd « (¥ + q) MNone
Rd.Z Load Indirect Nene

Rd, Z+ Load Indirect and Post-Inc. Rd « , £ Z+1 None

Load Indi and P «— Z-1,Rd « (Z) MNone
€

[l il ol
o|o(o(g

rd -
Rd, Z+q Load Indi p Rd « (Z +q) MNone
Load Direct from SRAM Rd « (k) None
X, Ar () Rr None
- X B
( r

[l
(=g =)

X, Rr None
Y, Rr None
Y+, Rr Store Indirect and Post-Inc. (Y)« Rr, Y « Y +1 None
-Y, i : one
Y+qRr None

e e
Z+, Br Store Indirect and Post-Inc. (Z) «Rr, Z+Z+1 Mone

Store Indirect and Pre-Dec. None

Store Ir it (Z + lone

Z+Z-1,(Z) « Rr
None
RO « (2)
d « (Z)

X+, Rr Store Indirect and Post-Inc (X) « Rr, X+ X +1 Nong

=z zlz =
ERE]
© o ©

* Data Transfer Instructions

s

=

None
e
2 Rd« (2). 2« 241 None
None
.z None
RAMPZZ  RAMPZZ+1__| None
[ s ] 000 [soePogamMemoy 000 [@<RtRo 0000000000 [ None
None

a
]

et el o) Ny Il ] el
=% o |: o2 o al|z a
A AP . .

ES = N <

=z =z =z
] ]
G

[mov ]
[ voww |
[0 ]
o ]
[0 |
[0 ]
o ]
[0 |
o ]
[0 ]
[0 |
[Pv |
[Pw |
[Pv |
E
E
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 Microcontroller Unit

* Atmega2560 Architecture, MPU Core

MCU CONTROL INSTRUCTIONS

. : o T e T [
MCU Control Instructions  prs m— EYET————
[ BREAK | [ Brea | ForOn-chip Debug Onl
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 Microcontroller Unit

* Atmega2560 Architecture R Clock
Control Unit

* Clock Distribution — Multiple clocks, selective
activation for power saving

* CPU Clock (cIkCPU) — Drives AVR core, registers,
Stack Pointer

Rezet Logic Watchdog Timer

* 1/0 Clock (clkl/O) — Used by 1/0 modules (Timers, — “dt_hlg_:kr :
SPI, USART, External Interrupts) Morescaier Osciltor
* Flash Clock (clkFLASH) — Controls Flash interface,
active with CPU clock /o ood \

J Mutiplexer N,

e Asynchronous Timer Clock (clkASY) — Runs
Timer/Counter independently, supports real-time
functions in sleep mode

 ADC Clock (clkADC) — Separate clock for ADC to
reduce digital noise

* Clock Sources — Selectable via Flash Fuse bits, '
multiple options available Clock Distribution

Dr. V. E. Levent Internet of Things




MCU & MPU Architectures, Interfaces

 Microcontroller Unit

* Atmega2560 Architecture, Interrupt

User Program
Interrupt Service Routine

* Vector-Based Priority — Each interrupt has a
unique vector; lower address = higher
priority

* Global Enable Bit (GIE) — Controlled via
Status Register (SREG) to enable/disable all
interrupts

* Automatic Context Saving — Program
Counter (PC) stored in Stack on interrupt
trigger

* Nested Interrupts — Possible if interrupts are
re-enabled inside an ISR

Interrupt n

Dr. V. E. Levent Internet of Things
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| Source | Interrupt Definition

RESET External Pin, Power-on Reset, Brown-out Reset, Watchdog
Reset, and JTAG AVR Reset

. ! .
* Microcontroller Unit
:

. Atmega2560 Architecture, Interrupt
« Vector 1

50026 TIMER1 COMPC Timer/Counter1 Compare Match C
50028 TIMER1 OVF Timer/Counter1 Overflow

o]

ADC Conversion Complete

TIMER1 COMPB Timer/Counter1 Compare Match B

Dr. V. E. Levent Internet of Things
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[VeclorNo_ | Program Address® | Sowce | nteruplDefinion
« Microcontroller Unit
Timer/Counter3 Compare Match A
Timer/Counter3 Compare Match B
.
* Atmega2560 Architecture, Interrupt
USART! Data Register Emply
. Vector 2
e
L R T N e T S
_ Timer/Counterd Compare Match B
Timer/Counterd Overflow
% [so | erscowre | TmerComers Compuroiaenc |

$006E"* USART3 UDRE USART3 Data Register Empty
$0070% USART3 TX USART3 T:
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* |nterfaces

* Atmega2560 Architecture, UART

* General Overview

. RECEIVE SHIFT REGISTER
3

UDR (Recaive)

Dr. V. E. Levent Internet of Things
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* |nterfaces

* Atmega2560 Architecture, UART

* Baud Rate Set

UMSEL

DDR_XCK

Dr. V. E. Levent Internet of Things
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* |nterfaces

= w

1
L

9
2
O
3
sl
o
i
=
=z
o
0
[

=

w

* Atmega2560 Architecture, SPI

DIVIDER
12/4/8/16/32/64/128

* SP| Overview

5P CONTROL
Y

SPI STATUS REGISTER

SPIINTERRUPT INTERNAL
REQUEST DATA BUS
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* |nterfaces

Slew-rate

* Atmega2560 Architecture, 12C — Two Wire Contro

Bit Rate Generator

* Two Wire Interface Overview T ot Spike Suppress|

Address/Data Shift
Register (TWDR)

Dr. V. E. Levent Internet of Things
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STM32F401xD STM32F401xE

 Microcontroller Unit

ARM Cortex-M4 32b MCU+FPU, 105 DMIPS,
512KB Flash/96KB RAM, 11 TIMs, 1 ADC, 11 comm. interfaces

Datashest - preliminary data

Features

* Use Cases
e STM32F401RE, ST Microelectronic
e Datasheet:

2F401C
M32F401RE, STM32F401VE

138 Pages

Dr. V. E. Levent Internet of Things


https://www.st.com/resource/en/datasheet/stm32f401re.pdf
https://www.st.com/resource/en/datasheet/stm32f401re.pdf

MCU & MPU Architectures, Interfaces

Microcontroller Unit
e STM32F401RE Architecture

 Core: Arm® 32-bit Cortex®-M4 CPU with FPU,

» adaptive real-time accelerator (ART Accelerator) allowing
O-wait state execution from flash memory, frequency up
to 84 MHz, memory protection unit,

* 105 DMIPS/1.25 DMIPS/MHz (Dhrystone 2.1),

e and DSP instructions

* Memories

 Upto 512 Kbytes of flash memory
e up to 96 Kbytes of SRAM
e 512 bytes of OTP memory
* Clock, reset, and supply management
1.7V to 3.6V application supply and I/Os
e 4-to-26 MHz crystal oscillator

Dr. V. E. Levent Internet of Things
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 Microcontroller Unit

e STM32F401RE Architecture

e Arm® 32-bit Cortex®-M4 CPU

Optional

8-Region Memory Protection Unit

Wake-Up Interrupt Controller:
- Low gate count

- Configurable # of Intarrupts
— Separate power domain

Debug Access Port:
JIAG or denal Wire

ta Watchpoints,
Data & Profiling Trace

2% AHBE Lite Buses
|_CODE (Instruction Cade Bus)

Dr. V. E. Levent

Configurakle Interrupt Controller:
1:240 Interrupts
8:256 Priority Levels, NMI and SysTick

Memory Protection
Unit

Data Breakpoint
Watchpoint Unit

Bus Matrix

SYSTEM & Fast
ARM Periphe

1x AHB Lite Bus
1x APE Bus

Internet of Things

Optional Single Precision
Floating Point Unit

Optional Embeddad Trace
Macrocell for Instruction Trace

Optional Flash Patch Break
point Unit

£x Hardware Breakpoints
znd program patching

Optional Instrumentation Trace
. Macrocell for Low-cost trace
via TPIU and serial wire output

ripherals
al Bus (Internal & Slow Peripherals)
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 Microcontroller Unit

e STM32F401RE Architecture

* Arm® 32-bit Cortex®-M4 CPU 1st Stage - Fetch 2nd Stage - Decode

Address Data Phase
Phase and Load/ St
AGU Wirite Back and Branch

Instruction Decade . .
. 8 Multiply and Divide
and Register Read ‘

ALY and

Eranch Branch

Eranch ferwarding
and specuation

Ewecute stage branch (Al branch and Load Sbare dranch)
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 Microcontroller Unit
e STM32F401RE Architecture

e Arm® 32-bit Cortex®-M4 CPU

SXTB || sXTH TST UDF || UXTB || UXTH
WFE || WFI || TIELD

Dr. V. E. Levent Internet of Things
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 Microcontroller Unit

* Atmega2560 vs STM32F401RE

Feature
Architecture

Clock Speed
Flash Memory
RAM

Operating Voltage

DAC
PWM
UART/I2C/SPI

USB Support
External Interrupts

Power Consumption

Development Tools

STM32F401RE
ARM Cortex-M4

84 MHz
512 KB
96 KB

3.3V
50

10 (including
advanced timers)

12-bit, 16 channels
12-bit, 2 channels

Yes, advanced

3x UART, 3x 12C, 3x
SPI
Yes, Full-Speed

Yes, advanced
Lower

Keil, STM32CubelDE,
IAR

ATmega2560
AVR 8-bit

16 MHz
256 KB
8 KB

5V
86

6

10-bit, 16 channels
No DAC

Yes, basic

4x UART, 2x 12C, 1x
SPI
Yes, Full-Speed

Yes, basic
Higher

Arduino, AVR Studio,
Atmel Studio

Dr. V. E. Levent

Feature

Processing Power

Memory

Power Efficiency

ADC & DAC
GPIO Count

Development Support

Interrupt Handling

STM32F401RE ATmega2560

4 Much faster (84 MHz, ¥ Slower (16 MHz, 8-bit
ARM Cortex-M4 with FPU) AVR)

[Z] More RAM (96 KB) & Flash ¢ Limited RAM (8 KB) &
(512 KB) Flash (256 KB)

[] Lower power (3.3V)

¥ Higher power (5V)

[ 12-bit ADC + DAC
> Fewer GPIOs

¢ 10-bit ADC, no DAC
[/ More GPIOs

¢ More complex (requires

STM32Cube, Keil, etc.) || Easier with Arduino IDE

.2 More advanced ¢ Basic interrupts

Internet of Things



MCU & MPU Architectures, Interfaces

* Microprocessor Unit

20pin Header
(Optional)

100pin SOM Expansion Connector

* MPU (Microprocessor Unit)

UART x 2
JTAG

* Works with external RAM and storage, often used in s

oRAM x2 | TGN = WIFi-BT

embedded Linux systems. ‘ oo 0211

 More powerful than an MCU but not as strong as a eMMC 5.1 |~
CPU E . ) Gigabit
. Octa SPI — - - = Ethernet
* Handles higher-performance tasks requiring an OS. i) I oA
« Average Frequency: 500 MHz - 2.5 GHz o r—‘ | uss3.0
502 — HUB

«  Average FLOPS: 1 GFLOPS - 10 GFLOPS e ) ] (4o
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* Microprocessor Unit

. . 2/
* MPU (Microprocessor Unit) 2 4’570
* Vendors k4
i.MX 8M Plus
« NXP Semiconductors (i.MX) | R %%%
* Texas Instruments (Sitara) :

e ST Microelectronics (STM32)
* Microchip Technology (SAM)

Dr. V. E. Levent Internet of Things
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. . NXP Semiconductors Document Numh;r' Il‘u:X;SL'IJLI__%E%
. . v. 1.3, 08/2
* Microprocessor Unit Data Sheet: Technical Data

MCIMX6YODVMOSAA MCIMXEY0DVMOSAB
MCIMX6Y 1DVMOSAA MCIMXEY 1DVMOSAB
MCIMXEY1DVKOSAA MCIMXEY1DVKOSAB
MCIMXEY2DVMOSAA MCIMXEYZDVMOSAB
MCIMXEY2DVMO3AA MCIMXEYZDVMOIAB
MCIMXEYTDVMOIAA MCIMXEYTDVMOIAB

L MCIMXEYTDVKOSAA MCIMXEYTDVKOSAE
Use Case i.MX 6ULL Applications MCMECEYIOVKIAR

e i.MX6 MPU Processors for Consumer
Products
e Datasheet:

Package Information

s represent N3

grated multimedia-fi
igh performance processi
onal integra

implementat;
whick

h. eMMC,
I connectir

139 Pages
Dr. V. E. Levent Internet of Things


https://www.nxp.com/docs/en/data-sheet/IMX6ULLCEC.pdf
https://www.nxp.com/docs/en/data-sheet/IMX6ULLCEC.pdf
https://www.nxp.com/docs/en/data-sheet/IMX6ULLCEC.pdf

MCU & MPU Architectures, Interfaces

* Microprocessor Unit

External Memary Clock & Reset
e L o]

p
CCM

* |.MX 6 Overview

SCU & Timer

L2 Cache 128 KB

Internal Memaory

witch Fabric

5

12C (4)
Display Interface

AXl and AHB

;

Ethemat (2)

Camera Interface

USE OTG

Dr. V. E. Levent Internet of Things
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* Microprocessor Unit

Cortex -A7 MPCore

e i.MX6 Overview ARM CoreSight™ Multicore Debug and Trace

Generic Interrupt Contrel and Distribution

NEON/FPU NEOM/FPU NECN/FPU NEQOMN/FPU
Data Engine Daata Engine Data Engine Data Engine

* ARM Cortex A7 CPU Architecture
Integer CPU Integer CPU Integer CPU Integer CPU

Wirtualization, 406 PA Viruabzdon, 40b PA Wirtualization, 906 PA, Wirtualizadon, 406 P&

L1 Caches L1 Caches L1 Caches L1 Caches

snoop Control Unit (SCU) and L2 Cache

Direct Cache Snoop

Private
Transfers Filtering

Peripherals

128-bit AMBA4- Advanced Coherent Bus Interface

Dr. V. E. Levent Internet of Things
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* Microprocessor Unit

* |.MX 6 Overview

* NEON Engine

* Single Instruction
Multiple Data (SIMD)
processing in the NEON
MPE

n processing lanes

input reg A

input reg B

operation
(same for all)

output reg

Dr. V. E. Levent Internet of Things
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* Microprocessor Unit
DataM+

* |.MX 6 Overview
e MPU Blocks

Diatald-

Cratal+

* (Sl Camera Receiver

Sl Receiver

-
1
E
£
[Fa]
|
L]
i
|
T

oy

-t
e
L
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* Microprocessor Unit

* |.MX 6 Overview
e MPU Blocks

Feature SPI eCSPI
° eCSPI (En ha nced CO nf'gu ra ble SPI) Basic Functionality Standard SPI protocol f;(;c::rdeid ST ChIT=EE
FIFO (First-In-First-Out Buffer) Typically lacks deep FIFO Has up to 64-byte FIFO buffers
Automatic SS control for multiple
slaves
Supports up to 4 chip select (CS)
lines
Programmable word lengths (8-32
bits)
More flexible and independent
clock settings per channel

Slave Select (SS) Control Master manually controls SS
Chip Select Lines Typically 1-2 SS lines

Data Transfer Size Fixed (usually 8 or 16 bits)
Baud Rate Control Limited

Loopback Mode Not common Supports internal loopback testing

Multiple simultaneous SPI
transfers via channels
Limited or requires CPU Better DMA support for high-
intervention speed transfers

Multi-Channel Support Single SPI bus per instance

DMA Support

Interrupt Handling Basic interrupt system More granular interrupt control
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* Microprocessor Unit

i.MX 6 Overview
MPU Blocks

SAI (Synchronous Audio Interface)
Supports

* |2S (Inter IC Sound)

 AC97

+ TDM
WORD n-1 WORD n WORD n+1
RIGHT CHANNEL | LEFT CHANNEL | RIGHT CHANNEL

Dr. V. E. Levent Internet of Things
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* Microprocessor Unit

10base-{100Base-{(1000Ba
T T T

_

Transmit
1 | Data+ or
BiDirectional

* |.MX 6 Overview
e MPU Blocks

Receive
3 | Data+ or

- \ |
* Ethernet BiDirectional

n/c

connected or
BiDirectional

Dir 3
RX+ K+
-‘- :_ -. - .. _

connected or
BiDirectional

Dr. V. E. Levent Internet of Things
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* Microprocessor Unit

* |.MX 6 Overview
e MPU Blocks

e Ethernet

DESTINATION SOURCE LENGTH

PREAMBLE ADDRESS | ADDRESS

Dr. V. E. Levent Internet of Things



MCU & MPU Architectures, Interfaces

* Microprocessor Unit

* |.MX 6 Overview
e MPU Blocks

KPP (Keypad Port)

|

R1 R2 R3 R4 C1 C2 C3 C4

Keypad 3x4 Keypad 4x4

Dr. V. E. Levent Internet of Things



MCU & MPU Architectures, Interfaces

* Microprocessor Unit

* |.MX 6 Overview
e MPU Blocks

C

e
|__@oco |
[_BCH
|__CANO |
|_UARTS®
_GPI0 v
|_S00 g
_80%
| USBo
YR
|__ENETO |
DT

* IOMUX
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c . i ¥ i
" MICFOpI‘OCGSSOF Unit Pulse Width Modulation
0% Duty Cycle - analogWrite(0)

* |.MX 6 Overview : ‘ ‘

* MPU Blocks
25% Duty Cycle - analogWrite(b4)

* PWM || |‘ Il ” Il

50% Duty Cycle - analogWrite(127)

JEpEpEpERE

75% Duty Cycle - analogWrite(191)

U UL

100% Duty Cycle - analogWrite{255)
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* Microprocessor Unit

* |.MX 6 Overview
e MPU Blocks

* PXP (Pixel Processing Pipeline)

* 2D Image Processing > -
* Color Space Conversion > .
e Scaling
« Alpha Blending E' E =
. Color Space L*a*b* profile con- Color Space
* Rotation il o
Input Device nection space Output Device

Input Profile Output Profile
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* Microprocessor Unit Lvoe1

LVDS1
LVDS1

LVDS1

* |.MX 6 Overview LVDS 1
e MPU Blocks ) .'

LVDS1
LVDS1

e bbb dd RAGAdddbrs

L FRRSES et mmmm mEEEnl 1SEREES

s @

..umsu.“-su-t
005006860

* LCDIF

LVDS1
LVDS1

o
8

LVDS1
LVDS1

000
600

LVDS1
LVDS1

LVDS1
LVDS1

LVDS1
LVDS1

BL CRTL
BL ON

1.26mm pitch Connector

SCL

3.3VLVDS
5V LVDS

12V LVDS
12V LVDS
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* Microprocessor Unit

* |.MX 6 Overview
e MPU Blocks

e (CSU (Central Security Unit)

* The Central Security Unit (CSU) manages the system security policy for peripheral access on the
SoC.

 The CSU allows trusted code to set individual security access privileges on each of the peripherals,
using one of the eight security access privilege levels

Dr. V. E. Levent Internet of Things
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* Microprocessor Unit

* i.MX6ULL vs STM32F401RE

USB Support
Ethernet
UART/I12C/SPI
External Memory
Interface

Power Consumption

Development Tools

i.MX 6ULL (NXP)

Microprocessor (MPU)
ARM Cortex-A7
Up to 900 MHz

Up to 512MB DDR3L/LPDDR2 (External)

Uses external NAND/eMMC

3.3V
150+

Multiple (including watchdog, PWM, RTC)

No built-in ADC

No built-in DAC

Yes, advanced

USB 2.0 OTG, USB PHY
Yes (10/100 Mbps)

8x UART, 4x 12C, 4x SPI

Yes (DDR3, LPDDR2, NAND, NOR, eMMC)

Higher (Linux-capable MPU)
Yocto, Linux, FreeRTOS

Dr. V. E. Levent

STM32F401RE
(STMicroelectronics)
Microcontroller (MCU)
ARM Cortex-M4

84 MHz

96 KB (Internal)

512 KB (Internal)

3.3V
50

10 (including advanced timers)

12-bit, 16 channels
12-bit, 2 channels

Yes, advanced

USB 2.0 Full-Speed

No

3x UART, 3x I12C, 3x SPI

No (only Flash/RAM)

Lower (Low-power MCU)
STM32CubelDE, Keil, IAR

Feature

Processing Power

Operating System

Memory & Storage

Real-Time Processing

Power Efficiency

Connectivity

GPIO Count

Embedded Peripherals

Internet of Things

i.MX 6ULL

4 Much faster (900
MHz)

[ Runs Linux

[4 Supports external
RAM & storage

2 Not optimized for
real-time tasks

> Higher power
consumption

] Ethernet, USB OTG,
WiFi support

[/ More GPIOs (150+)

¢ No ADC/DAC

STM32F401RE
> Slower (84 MHz)

>{ No OS (bare-metal or
RTOS)

¢ Limited internal RAM &
Flash

[ Excellent for real-time
applications

] Lower power
consumption

2{ No Ethernet, USB Full-
Speed only

> Fewer GPIOs (50)

[ 12-bit ADC/DAC
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