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How IoT Systems Work (End-to-End)
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ÅMicrocontroller Unit

Å A low-power, single-chip processor optimized for 
real-time control.

Å Typically includes built-in RAM and Flash memory, 
no external storage required.

Å Handles simple tasks, does not perform complex 
computations.

Å Average Frequency: 1 MHz - 500 MHz

Å Average FLOPS: 10 MFLOPS - 100 MFLOPS

MCU & MPU Architectures, Interfaces
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ÅMicrocontroller Unit

MCU & MPU Architectures, Interfaces

Å MCU (Microcontroller Unit)

Å Vendors
Å Microchip Technology (PIC, AVR)
Å ST Microelectronic (STM8)
Å Texas Instruments (MSP430)
Å Renesas Electronics (RL78)
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ÅMicrocontroller Unit

Å CPU Core

MCU & MPU Architectures, Interfaces
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ÅMicrocontroller Unit

Å Memories (EEPROMs)
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ÅMicrocontroller Unit

Å RAMs

MCU & MPU Architectures, Interfaces
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ÅMicrocontroller Unit

Å Interrupt Controllers (INTC)

MCU & MPU Architectures, Interfaces



Internet of ThingsDr. V. E. Levent

ÅMicrocontroller Unit
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ÅMicrocontroller Unit

Å Interrupt Controllers (INTC)

Å Interrput Vector
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ÅMicrocontroller Unit

Å Clock

MCU & MPU Architectures, Interfaces
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ÅMicrocontroller Unit

Å General Purpose Input/Output

MCU & MPU Architectures, Interfaces
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ÅMicrocontroller Unit

Å Analog Digital Converter or Digital Analog Conveter

MCU & MPU Architectures, Interfaces

ADC

DAC
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ÅMicrocontroller Unit

Å Timer/Counter

MCU & MPU Architectures, Interfaces
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ÅMicrocontroller Unit

Å Direct Memory Access (DMA)
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ÅMicrocontroller Unit

ÅWatchdog Timer (WDT)
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ÅMicrocontroller Unit

ÅWatchdog Timer (WDT)
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ÅMicrocontroller Unit

Å Interfaces

Å Communication Standards
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ÅMicrocontroller Unit

Å Interfaces

Å Communication Standards

Å Commonly Using

Å UART

Å CAN

Å I2C

Å SPI

Å Ethernet

Å PCI Express

ÅΧ

MCU & MPU Architectures, Interfaces
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ÅMicrocontroller Unit

Å UART Interface
Å Communcates over two wires (RX and TX)

MCU & MPU Architectures, Interfaces
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ÅMicrocontroller Unit

Å UART Interface
Å Packet Structure

Å St Start bit, always low.

Å (n) Data bits (0 to 8).

Å P Parity bit. Can be odd or even.

Å SpStop bit, always high.

Å IDLE No transfers on the communication line (RxDnor TxDn). An 
IDLE line must be high.

MCU & MPU Architectures, Interfaces
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ÅMicrocontroller Unit

Å UART Interface

Å Parity Bit Calculation

Å The parity bit is calculated by doing an exclusive-or of all the data 
bits. If odd parity is used, the result of the exclusive or is inverted. 
The parity bit is located between the last data bit and first stop 
bit of a serial frame. 

Å The relation between the parity bit and data bits is as follows:

MCU & MPU Architectures, Interfaces
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ÅMicrocontroller Unit

Å UART Interface

Å Example

MCU & MPU Architectures, Interfaces
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ÅMicrocontroller Unit

Å UART Interface

Å Example

Å Transmit

0xAE
10101110
MSB         LSB
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ÅMicrocontroller Unit

Å UART Interface

Å Example

Å Transmit

0xAE
10101110
MSB         LSB
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Time
Newest

Time
Oldest
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ÅMicrocontroller Unit

Å UART Interface

Å Example

Å Transmit

0xAE
10101110
MSB         LSB
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ÅMicrocontroller Unit

Å UART Interface

Å Baud Rates (Speeds)

Å Commonly Using
Å 4800

Å 9600

Å 19200

Å 38400

Å 57600

Å 115200

Å 921600

Å Effective data rate 8/10 (Due to Start & Stop Bits)

Å Ex for 9600 Baud Rate, Effectively 7680 (9600 * 0,8) Bits/S can be transmitted!

MCU & MPU Architectures, Interfaces
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ÅMicrocontroller Unit

Å UART Interface

Å Baud Rates (Speeds)

Å Commonly Using
Å 4800

Å 9600

Å 19200

Å 38400

Å 57600

Å 115200

Å 921600

Å Diagram of 4800 Baud rate of UART Transmission

Å Pulse time 208 micro seconds.

MCU & MPU Architectures, Interfaces
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ÅMicrocontroller Unit

Å UART Interface

Å Baud Rates (Speeds)

Å Commonly Using
Å 4800

Å 9600

Å 19200

Å 38400

Å 57600

Å 115200

Å 921600

MCU & MPU Architectures, Interfaces

Time Baud Rate

ооооҡǎ όоΦоƳǎύ300

уооҡǎ 1200

пмсҡǎ 2400

нлуҡǎ 4800

млпҡǎ 9600

сфҡǎ 14400

рнҡǎ 19200

опҡǎ 28800

нсҡǎ 38400

мтΦоҡǎ 57600

уҡǎ 115200

пΦопҡǎ 230400

Table. Pulse Times
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ÅMicrocontroller Unit

Å CAN (Control Area Network) Interface

Å Invented by Bosh, 1986

Å Last update on 2012

Å Differential Signalling

Å Mostly using in
Å Automotive

Å Medical

Å Robotics

MCU & MPU Architectures, Interfaces
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ÅMicrocontroller Unit

Å CAN (Control Area Network) Interface
Å Differential Signalling
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ÅMicrocontroller Unit

Å CAN (Control Area Network) Interface
Å Multiple Nodes
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ÅMicrocontroller Unit

Å CAN (Control Area Network) Interface
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ÅMicrocontroller Unit

Å CAN (Control Area Network) Interface
Å Speed up to 1Mbit/s

MCU & MPU Architectures, Interfaces
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ÅMicrocontroller Unit

Å CAN (Control Area Network) Interface
Å CAN Messages

Å Broadcast to All Nodes!

Å Can listed all nodes

Å Maximum Payload 94 Bits

Å Packet Types
Å Data Frame

Å Remote Frame (0 Byte Data Frame)

MCU & MPU Architectures, Interfaces
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ÅMicrocontroller Unit

Å CAN (Control Area Network) Interface
Å Packet Structure

Å Data Frame

Å Remote Frame (With no data)

MCU & MPU Architectures, Interfaces
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ÅMicrocontroller Unit

Å CAN (Control Area Network) Interface
Å Arbitration

Å When two nodes attempt to transmit at the same time an arbitration 
process determines which one takes preference. While transmitting, 
each node reads the bus state as well. If a node detects that one of its 
recessive bits has been driven dominant by another node, then it stops 
transmitting.

MCU & MPU Architectures, Interfaces
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ÅMicrocontroller Unit

Å CAN (Control Area Network) Interface
Å Control Bits

DLC (Data Length Code) usually using for indicating data length

Greater then 8 using for application specific purposes

MCU & MPU Architectures, Interfaces



Internet of ThingsDr. V. E. Levent

ÅMicrocontroller Unit

Å CAN (Control Area Network) Interface
Å CRC Calculation

Å Algorithm: 

MCU & MPU Architectures, Interfaces

uint16_t crc16(char* pData, int length)

{

    uint8_t i;

    uint16_t wCrc = 0xffff;

    while (length--) {

        wCrc ̂ = *(unsigned char *)pData++ << 8;

        for (i=0; i < 8; i++)

            wCrc = wCrc & 0x8000 ? (wCrc << 1) ^ 0x1021 : wCrc << 1;

    }

    return wCrc & 0xffff;

}

Name: CRC-16-CCITT-FALSE
Initial value: 0xFFFF
Poly: 0x1021
Reverse: no
Output XOR: 0

Sample C Code
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ÅMicrocontroller Unit

Å CAN (Control Area Network) Interface
Å Acknowledge

Å Succesfully received and verified CRC from receiving nodes in the 
network

MCU & MPU Architectures, Interfaces
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ÅMicrocontroller Unit

Å CAN (Control Area Network) Interface
Å Acknowledge

Å Succesfully received and verified CRC from receiving nodes in the 
network
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ÅMicrocontroller Unit

Å CAN (Control Area Network) Interface
Å Acknowledge

Å If all nodes in the network determine a checksum error, meaning the 
sending node monitors a recessive level in the ACK slot, it is clear that 
the sending node calculated a wrong checksum. The error is therefore 
local at the sending node.

Å The CAN standard allows the so-ŎŀƭƭŜŘ άǎŜƭŦ-ǊŜǘƛǊŜƳŜƴǘέ όƻǊ ǎŜƭŦ-
removal) of nodes from the network due to an excessive number of 
transmit or receive errors

MCU & MPU Architectures, Interfaces
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ÅMicrocontroller Unit

Å CAN (Control Area Network) Interface
Å Example

MCU & MPU Architectures, Interfaces
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ÅMicrocontroller Unit

Å I2C ς Two Wire
Å Defined by Philips, 1982

Å Last Update 2007

Å Usual Speeds:

Å 100KHz

Å 400KHz

Å SCK: Clock

Å SDA: Data

MCU & MPU Architectures, Interfaces
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ÅMicrocontroller Unit

Å I2C ς Two Wire
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ÅMicrocontroller Unit

Å I2C ς Two Wire
Å Read 1, Write 0

Å ACK 0, NACK 1

Å Start 0

MCU & MPU Architectures, Interfaces
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ÅMicrocontroller Unit

Å I2C ς Two Wire
Å Simple Write Example

MCU & MPU Architectures, Interfaces
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ÅMicrocontroller Unit

Å I2C ς Two Wire
Å Simple Read Example

MCU & MPU Architectures, Interfaces
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ÅMicrocontroller Unit

Å I2C ς Two Wire
Å Repeated Start

Å Sometimes the master needs to perform multiple message 
exchanges in one communication such as transferring 
messages with different slaves, or switching read and write 
operations, and does not want to be interfered with by other 
ƳŀǎǘŜǊ ŘǳǊƛƴƎ ǘƘƛǎ ǇŜǊƛƻŘΣ ǘƘŜƴ ȅƻǳ Ŏŀƴ ǳǎŜ ǘƘŜ ΨǊŜǇŜŀǘ ǎǘŀǊǘ 
ŎƻƴŘƛǘƛƻƴΩ

MCU & MPU Architectures, Interfaces
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ÅMicrocontroller Unit

Å I2C ς Two Wire
Å Clock Streching

Å In the master-Slave communication process of I2C, the SCL 
clock on the bus is always generated and controlled by the 
master, but if the slave cannot keep up with the speed of the 
master, the I2C protocol stipulates that the slave can pull down 
the SCL clock line.

Å Defined device specific

MCU & MPU Architectures, Interfaces
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ÅMicrocontroller Unit

Å SPI (Serial Peripheral Interface)
Å Inveted by Motorola, 1980

Å Last update on 2000

Å Generally Max Freq 25 MHz

MCU & MPU Architectures, Interfaces
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ÅMicrocontroller Unit

Å SPI (Serial Peripheral Interface)
Å Transmission

Slave Select

MCU & MPU Architectures, Interfaces
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ÅMicrocontroller Unit

Å SPI (Serial Peripheral Interface)
Å Modes

Å Simple Write

MCU & MPU Architectures, Interfaces
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ÅMicrocontroller Unit

Å SPI (Serial Peripheral Interface)
Å Modes

Å Simple Read
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ÅMicrocontroller Unit

Å SPI (Serial Peripheral Interface)
Å Modes

Å CPOL (Clock Polarity), CPHA (Clock Phase)

MCU & MPU Architectures, Interfaces
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ÅMicrocontroller Unit

Å SPI (Serial Peripheral Interface)
Å Transmission

MCU & MPU Architectures, Interfaces



Internet of ThingsDr. V. E. Levent

ÅMicrocontroller Unit

MCU & MPU Architectures, Interfaces

Å Use Cases
Å Atmega2560, Microchip Technology
Å Datasheet:
https://ww1.microchip.com/downloads/en/d
evicedoc/atmel-2549-8-bit-avr-
microcontroller-atmega640-1280-1281-2560-
2561_datasheet.pdf

Atmega 2560 Datasheet, 465 Pages!

https://ww1.microchip.com/downloads/en/devicedoc/atmel-2549-8-bit-avr-microcontroller-atmega640-1280-1281-2560-2561_datasheet.pdf
https://ww1.microchip.com/downloads/en/devicedoc/atmel-2549-8-bit-avr-microcontroller-atmega640-1280-1281-2560-2561_datasheet.pdf
https://ww1.microchip.com/downloads/en/devicedoc/atmel-2549-8-bit-avr-microcontroller-atmega640-1280-1281-2560-2561_datasheet.pdf
https://ww1.microchip.com/downloads/en/devicedoc/atmel-2549-8-bit-avr-microcontroller-atmega640-1280-1281-2560-2561_datasheet.pdf
https://ww1.microchip.com/downloads/en/devicedoc/atmel-2549-8-bit-avr-microcontroller-atmega640-1280-1281-2560-2561_datasheet.pdf
https://ww1.microchip.com/downloads/en/devicedoc/atmel-2549-8-bit-avr-microcontroller-atmega640-1280-1281-2560-2561_datasheet.pdf
https://ww1.microchip.com/downloads/en/devicedoc/atmel-2549-8-bit-avr-microcontroller-atmega640-1280-1281-2560-2561_datasheet.pdf
https://ww1.microchip.com/downloads/en/devicedoc/atmel-2549-8-bit-avr-microcontroller-atmega640-1280-1281-2560-2561_datasheet.pdf
https://ww1.microchip.com/downloads/en/devicedoc/atmel-2549-8-bit-avr-microcontroller-atmega640-1280-1281-2560-2561_datasheet.pdf
https://ww1.microchip.com/downloads/en/devicedoc/atmel-2549-8-bit-avr-microcontroller-atmega640-1280-1281-2560-2561_datasheet.pdf
https://ww1.microchip.com/downloads/en/devicedoc/atmel-2549-8-bit-avr-microcontroller-atmega640-1280-1281-2560-2561_datasheet.pdf
https://ww1.microchip.com/downloads/en/devicedoc/atmel-2549-8-bit-avr-microcontroller-atmega640-1280-1281-2560-2561_datasheet.pdf
https://ww1.microchip.com/downloads/en/devicedoc/atmel-2549-8-bit-avr-microcontroller-atmega640-1280-1281-2560-2561_datasheet.pdf
https://ww1.microchip.com/downloads/en/devicedoc/atmel-2549-8-bit-avr-microcontroller-atmega640-1280-1281-2560-2561_datasheet.pdf
https://ww1.microchip.com/downloads/en/devicedoc/atmel-2549-8-bit-avr-microcontroller-atmega640-1280-1281-2560-2561_datasheet.pdf
https://ww1.microchip.com/downloads/en/devicedoc/atmel-2549-8-bit-avr-microcontroller-atmega640-1280-1281-2560-2561_datasheet.pdf
https://ww1.microchip.com/downloads/en/devicedoc/atmel-2549-8-bit-avr-microcontroller-atmega640-1280-1281-2560-2561_datasheet.pdf
https://ww1.microchip.com/downloads/en/devicedoc/atmel-2549-8-bit-avr-microcontroller-atmega640-1280-1281-2560-2561_datasheet.pdf
https://ww1.microchip.com/downloads/en/devicedoc/atmel-2549-8-bit-avr-microcontroller-atmega640-1280-1281-2560-2561_datasheet.pdf
https://ww1.microchip.com/downloads/en/devicedoc/atmel-2549-8-bit-avr-microcontroller-atmega640-1280-1281-2560-2561_datasheet.pdf
https://ww1.microchip.com/downloads/en/devicedoc/atmel-2549-8-bit-avr-microcontroller-atmega640-1280-1281-2560-2561_datasheet.pdf
https://ww1.microchip.com/downloads/en/devicedoc/atmel-2549-8-bit-avr-microcontroller-atmega640-1280-1281-2560-2561_datasheet.pdf
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ÅMicrocontroller Unit

MCU & MPU Architectures, Interfaces

Å Atmega2560 Architecture

Å Top Level View
Å 8 Bit Microcontroller
Å Single Cycle Instructions
Å 32x32bit General 

Purpose Registers
Å Memories

Table. Configuration Summary
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ÅMicrocontroller Unit

MCU & MPU Architectures, Interfaces

Å Atmega2560 Architecture

Å Top Level View
Å CBGA Package Chip
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ÅMicrocontroller Unit

MCU & MPU Architectures, Interfaces

Å Atmega2560 Architecture

Å Top Level View
Å TQFP Package Chip
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ÅMicrocontroller Unit

MCU & MPU Architectures, Interfaces

Å Atmega2560 Architecture, MPU Core

Å Harvard Architecture ς Separate program 
and data memory, single-level pipelining

Å Register File ς 32 Ҏ 8-bit registers, single-
cycle ALU operations

Å ALU Operations ς Arithmetic, logic, single-
register ops, Status Register updates

Å Program Memory ς Flash, Boot/Application 
sections

Å Stack & Interrupts ς Stack in SRAM, Interrupt 
Vector priority-based handling

Å I/O Memory ς Direct & extended addressing, 
control registers in I/O space

Å 135 Instructions
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ÅMicrocontroller Unit

MCU & MPU Architectures, Interfaces

Å Atmega2560 Architecture, MPU Core

Å Arithmetic Instructions
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ÅMicrocontroller Unit

MCU & MPU Architectures, Interfaces

Å Atmega2560 Architecture, MPU Core

Å Branch Instructions
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ÅMicrocontroller Unit

MCU & MPU Architectures, Interfaces

Å Atmega2560 Architecture, MPU Core

Å BIT Instructions
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ÅMicrocontroller Unit

MCU & MPU Architectures, Interfaces

Å Atmega2560 Architecture, MPU Core

Å Data Transfer Instructions
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ÅMicrocontroller Unit

MCU & MPU Architectures, Interfaces

Å Atmega2560 Architecture, MPU Core

Å MCU Control Instructions
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ÅMicrocontroller Unit

MCU & MPU Architectures, Interfaces

Å Atmega2560 Architecture

Å Clock Distribution ς Multiple clocks, selective 
activation for power saving

Å CPU Clock (clkCPU) ς Drives AVR core, registers, 
Stack Pointer

Å I/O Clock (clkI/O) ς Used by I/O modules (Timers, 
SPI, USART, External Interrupts)

Å Flash Clock (clkFLASH) ς Controls Flash interface, 
active with CPU clock

Å Asynchronous Timer Clock (clkASY) ς Runs 
Timer/Counter independently, supports real-time 
functions in sleep mode

Å ADC Clock (clkADC) ς Separate clock for ADC to 
reduce digital noise

Å Clock Sources ς Selectable via Flash Fuse bits, 
multiple options available Clock Distribution
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ÅMicrocontroller Unit

MCU & MPU Architectures, Interfaces

Å Atmega2560 Architecture, Interrupt

Å Vector-Based Priority ς Each interrupt has a 
unique vector; lower address = higher 
priority

Å Global Enable Bit (GIE) ς Controlled via 
Status Register (SREG) to enable/disable all 
interrupts

Å Automatic Context Saving ς Program 
Counter (PC) stored in Stack on interrupt 
trigger

Å Nested Interrupts ς Possible if interrupts are 
re-enabled inside an ISR
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ÅMicrocontroller Unit

MCU & MPU Architectures, Interfaces

Å Atmega2560 Architecture, Interrupt

Å Vector 1
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ÅMicrocontroller Unit

MCU & MPU Architectures, Interfaces

Å Atmega2560 Architecture, Interrupt

Å Vector 2
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MCU & MPU Architectures, Interfaces

ÅInterfaces

ÅAtmega2560 Architecture, UART

ÅGeneral Overview
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MCU & MPU Architectures, Interfaces

ÅInterfaces

ÅAtmega2560 Architecture, UART

ÅBaud Rate Set
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MCU & MPU Architectures, Interfaces

ÅInterfaces

ÅAtmega2560 Architecture, SPI

ÅSPI Overview
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MCU & MPU Architectures, Interfaces

ÅInterfaces

ÅAtmega2560 Architecture, I2C ς Two Wire

ÅTwo Wire Interface Overview
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ÅMicrocontroller Unit

MCU & MPU Architectures, Interfaces

Å Use Cases
Å STM32F401RE, ST Microelectronic
Å Datasheet:
https://www.st.com/resource/en/datasheet/s
tm32f401re.pdf

138 Pages

https://www.st.com/resource/en/datasheet/stm32f401re.pdf
https://www.st.com/resource/en/datasheet/stm32f401re.pdf
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ÅMicrocontroller Unit

MCU & MPU Architectures, Interfaces

Å STM32F401RE Architecture

Å Core: Armϯ он-bit Cortexϯ-M4 CPU with FPU,
Å adaptive real-time accelerator (ART Accelerator) allowing 

0-wait state execution from flash memory, frequency up 
to 84 MHz, memory protection unit,

Å 105 DMIPS/1.25 DMIPS/MHz (Dhrystone 2.1),
Å and DSP instructions
Å Memories

Å Up to 512 Kbytes of flash memory
Å up to 96 Kbytes of SRAM
Å 512 bytes of OTP memory

Å Clock, reset, and supply management
Å 1.7 V to 3.6 V application supply and I/Os
Å 4-to-26 MHz crystal oscillator
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ÅMicrocontroller Unit

MCU & MPU Architectures, Interfaces

Å STM32F401RE Architecture

Å Armϯ он-bit Cortexϯ-M4 CPU
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ÅMicrocontroller Unit

MCU & MPU Architectures, Interfaces

Å STM32F401RE Architecture

Å Armϯ он-bit Cortexϯ-M4 CPU
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ÅMicrocontroller Unit

MCU & MPU Architectures, Interfaces

Å STM32F401RE Architecture

Å Armϯ он-bit Cortexϯ-M4 CPU
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ÅMicrocontroller Unit

MCU & MPU Architectures, Interfaces

Å Atmega2560 vs STM32F401RE

Feature STM32F401RE ATmega2560

Architecture ARM Cortex-M4 AVR 8-bit

Clock Speed 84 MHz 16 MHz
Flash Memory 512 KB 256 KB
RAM 96 KB 8 KB

Operating Voltage 3.3V 5V

GPIOs 50 86

Timers
10 (including 
advanced timers)

6

ADC 12-bit, 16 channels 10-bit, 16 channels
DAC 12-bit, 2 channels No DAC

PWM Yes, advanced Yes, basic

UART/I2C/SPI
3x UART, 3x I2C, 3x 
SPI

4x UART, 2x I2C, 1x 
SPI

USB Support Yes, Full-Speed Yes, Full-Speed

External Interrupts Yes, advanced Yes, basic

Power Consumption Lower Higher

Development Tools
Keil, STM32CubeIDE, 
IAR

Arduino, AVR Studio, 
Atmel Studio

Feature STM32F401RE ATmega2560

Processing Power
Much faster (84 MHz, 

ARM Cortex-M4 with FPU)
Slower (16 MHz, 8-bit 

AVR)

Memory
More RAM (96 KB) & Flash 

(512 KB)
Limited RAM (8 KB) & 

Flash (256 KB)

Power Efficiency  Lower power (3.3V)  Higher power (5V)

ADC & DAC  12-bit ADC + DAC  10-bit ADC, no DAC

GPIO Count  Fewer GPIOs  More GPIOs

Development Support
 More complex (requires 

STM32Cube, Keil, etc.)
 Easier with Arduino IDE

Interrupt Handling  More advanced  Basic interrupts
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ÅMicroprocessor Unit

Å MPU (Microprocessor Unit)

Å Works with external RAM and storage, often used in 
embedded Linux systems.

Å More powerful than an MCU but not as strong as a 
CPU.

Å Handles higher-performance tasks requiring an OS.

Å Average Frequency: 500 MHz - 2.5 GHz

Å Average FLOPS: 1 GFLOPS - 10 GFLOPS

MCU & MPU Architectures, Interfaces
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ÅMicroprocessor Unit

MCU & MPU Architectures, Interfaces

Å MPU (Microprocessor Unit)

Å Vendors
Å NXP Semiconductors (i.MX)
Å Texas Instruments (Sitara)
Å ST Microelectronics (STM32)
Å Microchip Technology (SAM)
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Å Use Case
Å i.MX 6 MPU
Å Datasheet:
https://www.nxp.com/docs/en/data-
sheet/IMX6ULLCEC.pdf

139 Pages

https://www.nxp.com/docs/en/data-sheet/IMX6ULLCEC.pdf
https://www.nxp.com/docs/en/data-sheet/IMX6ULLCEC.pdf
https://www.nxp.com/docs/en/data-sheet/IMX6ULLCEC.pdf
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Å i.MX 6 Overview
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Å i.MX 6 Overview

Å ARM Cortex A7 CPU Architecture


