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How IoT Systems Work (End-to-End)
A practical mental model: device → network → edge/gateway → cloud → dashboard → actions

Edge–Fog–Cloud reference diagram Example: AWS IoT “how it works” overview
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• Microprocessor Unit

• MPU (Microprocessor Unit)

• Works with external RAM and storage, often used in 
embedded Linux systems.

• More powerful than an MCU but not as strong as a 
CPU.

• Handles higher-performance tasks requiring an OS.

• Average Frequency: 500 MHz - 2.5 GHz

• Average FLOPS: 1 GFLOPS - 10 GFLOPS

System Design with Sensors III – Embedded Linux
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• Microprocessor Unit

System Design with Sensors III – Embedded Linux

• MPU (Microprocessor Unit)

• Vendors
• NXP Semiconductors (i.MX)
• Texas Instruments (Sitara)
• ST Microelectronics (STM32)
• Microchip Technology (SAM)
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• Microprocessor Unit

System Design with Sensors III – Embedded Linux

• MPU (Microprocessor Unit)

• Development Board
• Rasberry PI 3

• HDMI
• 4× USB 2.0
• CSI (camera) port
• DSI (display) port
• 2.4/5GHz dual-band 802.11ac 

Wi-Fi (100Mb/s)
• Bluetooth 4.2, Bluetooth Low 

Energy (BLE)
• MicroSD card slot
• Micro USB power
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• Microprocessor Unit

System Design with Sensors III – Embedded Linux

• Rasberry PI

OS Options

• Raspberry Pi OS (Raspbian)
• Ubuntu
• Fedora
• Kali Linux
• Others…
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• Microprocessor Unit

System Design with Sensors III – Embedded Linux

• Rasberry PI

OS Options

• Raspberry Pi OS (Raspbian)

Goto

https://www.raspberrypi.com/software

Download

Rasberry Pi Imager
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• Microprocessor Unit

System Design with Sensors III – Embedded Linux

• Rasberry PI

Install Rasberry PI Imager
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• Microprocessor Unit

System Design with Sensors III – Embedded Linux

• Rasberry PI

Select Device
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• Microprocessor Unit

System Design with Sensors III – Embedded Linux

• Rasberry PI

Select OS
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• Microprocessor Unit

System Design with Sensors III – Embedded Linux

• Rasberry PI

Select SD Card
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• Microprocessor Unit

System Design with Sensors III – Embedded Linux

• Rasberry PI

Select SD Card
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• Microprocessor Unit

System Design with Sensors III – Embedded Linux

• Rasberry PI

Select SD Card



Internet of ThingsDr. V. E. Levent

• Microprocessor Unit

System Design with Sensors III – Embedded Linux

• Rasberry PI

Select SD Card
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• Microprocessor Unit

System Design with Sensors III – Embedded Linux

• Rasberry PI

Imager tool will

• Download Image
• Writes to SD Card
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• Microprocessor Unit

System Design with Sensors III – Embedded Linux

• Rasberry PI

Insert SD Card to RPI
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• Microprocessor Unit

System Design with Sensors III – Embedded Linux

• Rasberry PI

Connect to Network
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• Microprocessor Unit

System Design with Sensors III – Embedded Linux

• Rasberry PI

Connect with Putty
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Fundamental Linux Commands

If you are using a GUI based OS, you may type CNTRL + ALT + t 
for opening terminal
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Fundamental Linux Commands

pwd: Shows full path of working directory



Internet of ThingsDr. V. E. Levent

Fundamental Linux Commands

ls: List files and directories under current working directory

ls –al: List detailed files and directories under current working directory
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Fundamental Linux Commands
If you want more detail about command you can use

man "command"

This will show detailed manual of command
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Fundamental Linux Commands

cd: Changes working folder

For going upper folder
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Fundamental Linux Commands

mkdir: Creates folder
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Fundamental Linux Commands

sudo: Super user command execution

sudo command …
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Fundamental Linux Commands

• chmod: Change a file or folder authorizations
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Fundamental Linux Commands

• chmod: Change a file or folder authorizations, authorize for execution

chmod u+x petalinux-v202.X.X-final-installer.run
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Fundamental Linux Commands

• rm: Remove a file
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Fundamental Linux Commands

• rm -rf: Remove a folder
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Fundamental Linux Commands

• history: Shows previously entered commands
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Fundamental Linux Commands

• touch: Creates empty file
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Fundamental Linux Commands

• exit: Closes current terminal
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Fundamental Linux Commands

• To execute a executable file

./executableFile

• If this file is a shell script then you may call

sh script.sh

• Also you may use source command for  execute a shell script

source script.sh

Difference ise sh creates new session and losts if this script sets environment variables
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Fundamental Linux Commands

• export: to set a environmet variable:

export: variableName="test" 
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Fundamental Linux Commands

• echo: print variables:

echo $varName 
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Fundamental Linux Commands

• ip a: lists current ethernet settings
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Fundamental Linux Commands

• ping: Send a ethernet packet to remote host for checking alive test
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Fundamental Linux Commands

• ps aux: List all process currently working
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Fundamental Linux Commands

• top: List all process with their hardware (CPU, RAM) usage 
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Fundamental Linux Commands

• ln: Creates a link

ln -s [Source_Directory_Path] [Symbolic_Link_Destination_Path]
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Fundamental Linux Commands

• kill: Kills specified process

kill processID

kill -9 processID -> kill immediately the process
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Fundamental Linux Commands

• shutdown -h now: Shutdowns the system
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Fundamental Linux Commands

• df: List current filesystems sizes and area usages

• df –Bg: shows as gigabit
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Fundamental Linux Commands

• more: Shows file content
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Fundamental Linux Commands

• mv: Moving and renaming
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Fundamental Linux Commands

• Write or append a file

Write

Append
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Fundamental Linux Commands

• nano: command line file editor tool

nano fileName

After complating changes press 
CTRL + X and type Y and enter
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Fundamental Linux Commands

Advanced Package Tool or APT is a package management system used by 
Debian-based distributions.

Before installing a new package first, you need to update the APT package 
index:
• sudo apt-get update

The APT index is a database that holds records of available packages from 
the repositories enabled in your system:

• sudo apt-get upgrade

Installing packages is as simple as running:

• sudo apt-get install "package"
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Fundamental Linux Commands

To remove a package

• sudo apt-get remove  "package"
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Fundamental Linux Commands

• To add new user to system

adduser username

• To change a user password

passwd username

• To remove a user

userdel username
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Fundamental Linux Commands

• To create a group

groupadd newGroup

• To remove a group

groupdel newGroup
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Fundamental Linux Commands

• Adding a user to group

usermod –a –G mygroup myuser

To grand sudo access a user:

usermod –a -G sudo myuser
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Fundamental Linux Commands

• grep: filter specified keyword
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Fundamental Linux Commands

• chown: Changes file ownership

To give ownership a user:

To give ownership to group:
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Fundamental Linux Commands

• clear: Clears the terminal
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Fundamental Linux Commands

• find: Search the specified file name

find searchStartPath –name fileName
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Fundamental Linux Commands

• tail: Prints file content starting from tail with given number of lines

tail –n fileName

Original File
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Fundamental Linux Commands

• head: Prints file content starting from head with given number of lines

head –n fileName

Original File
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Fundamental Linux Commands

• diff: compares given two files

diff file1 file2

testYtestX
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Fundamental Linux Commands

• Extract and compress TAR.GZ archives

Extract

tar -xf archive.tar.gz

Compress a folder

tar -czvf name-of-archive.tar.gz /path/to/directory-or-file
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Fundamental Linux Commands

• date: prints current date
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Fundamental Linux – Bash Scripts
Bash Scripts

Bash is a command language interpreter. It is widely available on various operating 
systems and is a default command interpreter on most GNU/Linux systems. 

To view current shell type:

echo $SHELL



Internet of ThingsDr. V. E. Levent

Fundamental Linux – Bash Scripts
Bash Scripts

Create a file named test.sh, helloworld 

test.sh

#!/bin/bash

echo "Hello World"
or
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Fundamental Linux – Bash Scripts
Bash Scripts

Variables and printing

test.sh

greeting="Welcome"
user=$(whoami)
day=$(date +%A)

echo "$greeting back $user! Today is 
$day, which is the best day of the entire 
week!"
echo "Your Bash shell version is: 
$BASH_VERSION. Enjoy!"



Internet of ThingsDr. V. E. Levent

Fundamental Linux – Bash Scripts
Bash Scripts

Read user input

test.sh

#!/bin/sh

echo "What is your name?"
read PERSON
echo "Hello, $PERSON"
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Fundamental Linux – Bash Scripts
Bash Scripts

int and string variables

test.sh

#!/bin/sh

year=2012  
comp_name=jtp

echo $year
echo $comp_name
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Fundamental Linux – Bash Scripts
Bash Scripts

echo variables

test.sh

#!/bin/sh

echo $HOME # Home Directory  
echo $PWD # current working directory  
echo $BASH # Bash shell name  
echo $BASH_VERSION # Bash shell 
Version  
echo $LOGNAME # Name of the Login 
User  
echo $OSTYPE # Type of OS 
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Fundamental Linux – Bash Scripts
Bash Scripts

Getting arguments

test.sh

#!/bin/sh

args=("$@")  

echo ${args[0]} ${args[1]} ${args[2]} 
${args[3]} 
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Fundamental Linux – Bash Scripts
Bash Scripts

Calling a command, example ls

test.sh

#!/bin/sh

lsResult=$(ls)

echo "My files are:" $lsResult
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Fundamental Linux – Bash Scripts
Bash Scripts

Printing date

test.sh

#!/bin/bash  

d=`date +%m-%d-%Y`  

echo "Date in format MM-DD-YYYY"  
echo $d #MM-DD-YYYY 
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Fundamental Linux – Bash Scripts
Bash Scripts

Sleep

test.sh

#!/bin/bash  

date +"%H:%M:%S"  
echo "wait for 9 seconds"  
sleep 9s    
date +"%H:%M:%S"  
echo "Task Completed" 
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Fundamental Linux – Bash Scripts
Bash Scripts

There are 11 arithmetic operators supported by bash shell

Operator Description Examples

+ Addition, measures addition of numbers (operands) $(( 10 + 3 )), result=13

- Substraction, measures subtraction of second operand from first $(( 10 - 3 )), result=7

* Multiplication, measures the multiplication of operands. $(( 10 * 3 )), result=30

/ Division, measures the division of first operand by second operand and and return
quotient.

$(( 10 / 3 )), result=3

** Exponentiation, measures the result of second operand raised to the power of first
operand.

$(( 10 ** 3 )), result=1000

% Modulo, measures remainder when the first operand is divided by second operand. $(( 10 % 3 )), result=1
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Fundamental Linux – Bash Scripts
Bash Scripts

There are 11 arithmetic operators supported by bash shell

Operator Description Examples

+= Increment Variable by Constant- used to increment the value of first operand by the
constant provided.

x=10 let "x += 3" echo $x result=13

-= Decrement Variable by Constant- used to decrement the value of first operand by
the constant provided.

x=10 let "x -= 3" echo $x result=7

*= Multiply Variable by Constant- used to multiply the value of the first operand by the
constant provided.

x=10 let "x *= 3" echo $x result=30

/= Divide Variable by Constant- used to calculate the value of (variable / constant) and
store the result back to variable.

x=10 let "10 /= 3" echo $x result=3

%= Remainder of Dividing Variable by Constant- used to calculate the value of (variable
% constant) and store the result back to variable.

x=10 let "10 %= 3" echo $x 
result=1



Internet of ThingsDr. V. E. Levent

Fundamental Linux – Bash Scripts
Bash Scripts

Arithmetic operators

test.sh

#!/bin/sh

Num1=10  
Num2=3  
((Sum=Num1+Num2))  
echo "Sum = $Sum" 
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Fundamental Linux – Bash Scripts
Bash Scripts

Arithmetic operators

test.sh

#!/bin/sh

x=8  
y=2  
echo "x=8, y=2"  
echo "Addition of x & y"  
echo $(( $x + $y ))  
echo "Subtraction of x & y"  
echo $(( $x - $y ))  
echo "Multiplication of x & y"  
echo $(( $x * $y ))  
echo "Division of x by y"  
echo $(( $x / $y ))  

test.sh (cont)

echo "Exponentiation of x,y"  
echo $(( $x ** $y ))  
echo "Modular Division of x,y"  
echo $(( $x % $y ))  
echo "Incrementing x by 5, then x= "  
(( x += 5 ))   
echo $x  
echo "Decrementing x by 5, then x= "  
(( x -= 5 ))  
echo $x  
echo "Multiply of x by 5, then x="  
(( x *= 5 ))  
echo $x  
echo "Dividing x by 5, x= "  
(( x /= 5 ))  
echo $x  
echo "Remainder of Dividing x by 5, x="  
(( x %= 5 ))  
echo $x 
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Fundamental Linux – Bash Scripts
Bash Scripts

if statements

test.sh

#!/bin/bash  

read -p " Enter number : " number  

if [ $number -gt 125 ]  
then  
echo "Value is greater than 125"  
fi 
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Fundamental Linux – Bash Scripts
Bash Scripts

if statements

test.sh

#!/bin/bash  

# TRUE && TRUE  
if [ 8 -gt 6 ] && [ 10 -eq 10 ];  
then  
echo "Conditions are true"  
fi  

# TRUE && FALSE  
if [ "mylife" == "mylife" ] && [ 3 -gt 10 ];  
then  
echo "Conditions are false"  
fi 
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Fundamental Linux – Bash Scripts
Bash Scripts

Nested if statements

test.sh

#!/bin/bash  

if [ $1 -gt 50 ]  
then  
echo "Number is greater than 50."  

if (( $1 % 2 == 0 ))  
then  

echo "and it is an even number."  
fi  

fi 
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Fundamental Linux – Bash Scripts
Bash Scripts

if else statements

test.sh

#!/bin/bash  

#when the condition is true  
if [ 10 -gt 3 ];  
then  
echo "10 is greater than 3."  

else  
echo "10 is not greater than 3."  

fi  

#when the condition is false  
if [ 3 -gt 10 ];  
then  
echo "3 is greater than 10."  

else  
echo "3 is not greater than 10."  

fi 
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Fundamental Linux – Bash Scripts
Bash Scripts

Elseif statements

test.sh

#!/bin/bash  

read -p "Enter a number of quantity:" num  

if [ $num -gt 100 ];  
then  
echo "Eligible for 10% discount"  
elif [ $num -lt 100 ];  
then  
echo "Eligible for 5% discount"  
else  
echo "Lucky Draw Winner"  
echo "Eligible to get the item for free"  
fi 
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Fundamental Linux – Bash Scripts
Bash Scripts

Case statements

test.sh

#!/bin/bash  

echo "Which Operating System are you using?"  
echo "Windows, Android, Chrome, Linux, Others?"  
read -p "Type your OS Name:" OS  

case $OS in  
Windows|windows)  

echo "That's common. You should try something new."  
echo  
;;  

Android|android)  
echo "This is my favorite. It has lots of applications."  
echo  
;; *)  
echo "Sounds interesting. I will try that."  
echo  
;;  

esac
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Fundamental Linux – Bash Scripts
Bash Scripts

For loops

test.sh

#!/bin/bash

for num in {1..10}  
do  
echo $num  
done  

echo "Series of numbers from 1 to 10." 
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Fundamental Linux – Bash Scripts
Bash Scripts

For loops

test.sh

#!/bin/bash

for num in {1..10..2}  
do  
echo $num  
done 
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Fundamental Linux – Bash Scripts
Bash Scripts

For loops

test.sh

#!/bin/bash  

#For Loop to Read a Range with Decrement  

for num in {10..0..3}  
do  
echo $num  
done 
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Fundamental Linux – Bash Scripts
Bash Scripts

For loops

test.sh

#!/bin/bash  

for table in {2..100..2}  
do  
echo $table  
if [ $table == 20 ]; then  
break  
fi  
done 
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Fundamental Linux – Bash Scripts
Bash Scripts

While

test.sh

#!/bin/bash  
#While loop example in C style  

i=1  
while((i <= 10))  
do  
echo $i;
((i=i+1))
done 
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Fundamental Linux – Bash Scripts
Bash Scripts

Functions

test.sh

#!/bin/bash  

function denemeFnc {  
echo 'Merhaba'  

}  

denemeFnc

echo 'Test';
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Fundamental Linux – Bash Scripts
Bash Scripts

Functions

test.sh

#!/bin/bash  
function_arguments()  

{  
echo $1  
echo $2  
echo $3  
echo $4  
echo $5  
}  

#Calling function_arguments
function_arguments
"Test""ABC""XTZ""XXX""Deneme." 
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Fundamental Linux – Bash Scripts
Bash Scripts

File read

test.sh

#!/bin/bash  

value=`cat deneme.txt`  
echo "$value" 
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Fundamental Linux – Bash Scripts
Bash Scripts

File write

test.sh

#!/bin/bash  
output=output_file.txt  
ls > $output 
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• Sensor Development Boards
• Sensors

• Use Case Hardwares

• Gyroscope, MPU6050

• GPS, NEO-7M

System Design with Sensors III – Embedded Linux
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• Rasberry PI Sensor Applications

Connect MPU6050 to I2C-1

System Design with Sensors III – Embedded Linux
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• Rasberry PI Sensor Applications

Devices

System Design with Sensors III – Embedded Linux
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• Rasberry PI Sensor Applications

Enable I2C Devices

Execute

• raspi-config

System Design with Sensors III – Embedded Linux



Internet of ThingsDr. V. E. Levent

• Rasberry PI Sensor Applications

Enable I2C Devices

Execute

• raspi-config

• Reboot

System Design with Sensors III – Embedded Linux
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• Rasberry PI Sensor Applications

I2C Detect

System Design with Sensors III – Embedded Linux

Detected Sensor
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• Rasberry PI Sensor Applications

MPU6050

Read WHO_AM_I Register

• sudo i2cget -y 1 0x68 0x75

System Design with Sensors III – Embedded Linux



Internet of ThingsDr. V. E. Levent

• Rasberry PI Sensor Applications

MPU6050

Read PWR_MGMT_1 Register

• sudo i2cget -y 1 0x68 0x6B

System Design with Sensors III – Embedded Linux
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• Rasberry PI Sensor Applications

MPU6050

Read Yaw, Pitch, Roll

System Design with Sensors III – Embedded Linux
#include <stdio.h>
#include <stdlib.h>
#include <stdint.h>
#include <fcntl.h>
#include <unistd.h>
#include <sys/ioctl.h>
#include <linux/i2c-dev.h>
#include <math.h>
#include <time.h>

#define MPU6050_ADDR 0x68 
#define PWR_MGMT_1  0x6B 
#define ACCEL_XOUT_H 0x3B 
#define GYRO_XOUT_H 0x43 

int main(void) {
  int file;
  const char *filename = "/dev/i2c-1";

  if ((file = open(filename, O_RDWR)) < 0) {
    perror("I2C bus açılamadı");
    exit(1);
  }

  if (ioctl(file, I2C_SLAVE, MPU6050_ADDR) < 0) {
    perror("MPU6050 ile iletişim kurulamadı");
    close(file);
    exit(1);
  }

  char buffer[2];
  buffer[0] = PWR_MGMT_1;
  buffer[1] = 0;
  if (write(file, buffer, 2) != 2) {
    perror("MPU6050 uyandırılamadı");
    close(file);
    exit(1);
  }

  struct timespec t_start, t_end;
  clock_gettime(CLOCK_MONOTONIC, &t_start);
  double yaw_angle = 0.0; // Başlangıç yaw açısı
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• Rasberry PI Sensor Applications

MPU6050

Read Yaw, Pitch, Roll

System Design with Sensors III – Embedded Linux
  while (1) {
    clock_gettime(CLOCK_MONOTONIC, &t_end);
    double dt = (t_end.tv_sec - t_start.tv_sec) + (t_end.tv_nsec - t_start.tv_nsec) / 1e9;
    t_start = t_end; // Bir sonraki döngü için zamanı güncelle

    char reg = ACCEL_XOUT_H;
    if (write(file, &reg, 1) != 1) {
      perror("Accelerometer register'ına yazılamadı");
      break;
    }
    char data[6];
    if (read(file, data, 6) != 6) {
      perror("Accelerometer verileri okunamadı");
      break;
    }

    int16_t acc_x = (data[0] << 8) | data[1];
    int16_t acc_y = (data[2] << 8) | data[3];
    int16_t acc_z = (data[4] << 8) | data[5];
    double ax = acc_x / 16384.0;
    double ay = acc_y / 16384.0;
    double az = acc_z / 16384.0;
    double roll = atan2(ay, az) * 180.0 / M_PI;
    double pitch = atan2(-ax, sqrt(ay * ay + az * az)) * 180.0 / M_PI;

    reg = GYRO_XOUT_H;
    if (write(file, &reg, 1) != 1) {
      perror("Gyroscope register'ına yazılamadı");
      break;
    }
    char gyro_data[6];
    if (read(file, gyro_data, 6) != 6) {
      perror("Gyroscope verileri okunamadı");
      break;
    }
    int16_t gyro_x = (gyro_data[0] << 8) | gyro_data[1];
    int16_t gyro_y = (gyro_data[2] << 8) | gyro_data[3];
    int16_t gyro_z = (gyro_data[4] << 8) | gyro_data[5];
    double gx = gyro_x / 131.0;
    double gy = gyro_y / 131.0;
    double gz = gyro_z / 131.0;
    yaw_angle += gz * dt;
    printf("Roll: %6.2f°\tPitch: %6.2f°\tYaw: %6.2f°\n", roll, pitch, yaw_angle);
    usleep(50000);
  }
  close(file);
  return 0;
}
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• Rasberry PI Sensor Applications

MPU6050

Read Yaw, Pitch, Roll

Compile
• gcc -o main main.c -lm

System Design with Sensors III – Embedded Linux
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• Rasberry PI Sensor Applications

Connect GPS, NEO-7M to UART

System Design with Sensors III – Embedded Linux
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• Rasberry PI Sensor Applications

Connect GPS, NEO-7M to UART

• Check serial0 device

System Design with Sensors III – Embedded Linux
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• Rasberry PI Sensor Applications

GPS, NEO-7M 

System Design with Sensors III – Embedded Linux
#include <stdio.h>

#include <stdlib.h>

#include <unistd.h>

#include <fcntl.h>

#include <errno.h>

#include <string.h>

#include <termios.h>

int main(void) {

  const char *portname = "/dev/serial0";

  int serial_port = open(portname, O_RDWR | O_NOCTTY | O_NDELAY);

  if (serial_port < 0) {

    perror("Seri port açılamadı");

    return 1;

  }

  // Seri port ayarlarını yapılandırıyoruz.

  struct termios tty;

  if (tcgetattr(serial_port, &tty) != 0) {

    perror("tcgetattr hatası");

    close(serial_port);

    return 1;

  }
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  // Baud hızı, veri biti, dur biti ve parite ayarları (8N1)
  cfsetospeed(&tty, B9600);
  cfsetispeed(&tty, B9600);
  tty.c_cflag &= ~PARENB;    // Parite yok
  tty.c_cflag &= ~CSTOPB;    // 1 stop biti
  tty.c_cflag &= ~CSIZE;
  tty.c_cflag |= CS8;      // 8 bit veri
  tty.c_cflag &= ~CRTSCTS;    // Donanım akış kontrolü kapalı
  tty.c_cflag |= CREAD | CLOCAL; // Okumayı etkinleştir, modem kontrolü yok say

  // Yerel mod ayarları (ham mod)
  tty.c_lflag &= ~(ICANON | ECHO | ECHOE | ISIG);
  tty.c_iflag &= ~(IXON | IXOFF | IXANY);
  tty.c_oflag &= ~OPOST;

  // Zaman aşımı ve minimum bayt ayarı
  tty.c_cc[VMIN] = 0;
  tty.c_cc[VTIME] = 10; // 1 saniyeye kadar bekler

  if (tcsetattr(serial_port, TCSANOW, &tty) != 0) {
    perror("tcsetattr hatası");
    close(serial_port);
    return 1;
  }

  // Sürekli okuma döngüsü
  while (1) {
    char buf[256];
    memset(buf, 0, sizeof(buf));
    int n = read(serial_port, buf, sizeof(buf) - 1);
    if (n < 0) {
      perror("Okuma hatası");
      break;
    } else if (n > 0) {
      // Okunan veriyi konsola yazdır
      buf[n] = '\0';
      printf("Gelen veri (%d bayt): %s\n", n, buf);
    }
    // Kısa bir gecikme (100ms)
    usleep(100000);
  }

  close(serial_port);
  return 0;
}
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Compile
• gcc -o main main.c -lm

System Design with Sensors III – Embedded Linux
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